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Personal data mapping

Provider:Spotee s.r.o., Poniklecova 5870/24, 84107 Bratislava, IČO (company identification 
number): 52 057 704

The protection of personal data is in Spotee s.r.o. (thereinafter "Operator") provided in 
accordance with the requirements of Regulation 2016/679 of the European Parliament and of 
the Council (EU) of 27th of April 2016 on the protection of individuals with regard to the 
processing of personal data and the free movement of such data of Act no. 18/2018 Coll. on 
the Protection of Personal Data as amended (thereinafter "Act" or "Regulation").

The operator declares that according to article 24 of the Regulation he has adopted
adequate technical, organizational and personnel security measures to enable the legal, fair 
and transparent processing of personal data.

The assessment of the impact on personal data protection

It is not possible to ensure the delivery of goods and services without the processing of 
personal data. To ensure the transparency of the processing of personal data, the operator 
uses the principle of minimizing the scope of processing.

Information and processing of personal data are kept for each purpose separately in the 
relevant documents "Information on personal data processing".

1. A description of planned processing operations and processing purposes  
In connection with his business activities, the operator provides a service by an 
application designed for smartphones, which is used to search for free parking spaces.
In order to ensure proper functionality of the application, it is necessary to process 
personal data by entities according to the purpose. In addition to the operator's 
employees, third parties also participate in the processing of personal data.
Measures to ensure transparency and security with the processing of personal data are 
governed by separate terms and conditions agreed by both parties for this purpose and 
in accordance with the Regulation.

The operator processes personal data based on a legal basis:
a) Processing is necessary for the performance of the contract - provision of 
services
In the event that the customer of the services is a legal entity or a natural person-
entrepreneur, the operator shall process the data of the business entity. If the customer 
is a consumer, the operator processes the personal data necessary for the purpose.
As a data repository of personal data that is necessary for the operation of Spotee, the 
Operator's subcontractor (Intermediary) is Contabo GmbH, AschauerStraße 32a, 81549 
Munich, Germany, VAT-ID .: DE267602842, which protects data against misuse or loss 
of encryption and security measures according to European standards.
According to this purpose, the following personal data are processed:

- name, 
- surname, 
- permanent address, 
- phone number, 
- login e-mail for the application Spotee and the password for the application

Spotee, 
- G-mail account (if a user wants to use G-mail to sign in to the app and sign up),
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- Facebook account (if a user wants to use Facebook to sign in to the app and sign 
up),

- an application user's photo that uniquely identifies the person who offers the 
parking space,

- vehicle data to identify the vehicle (make, model, vehicle type, color, license plate, 
photo, vehicle GPS position) in accordance with the Spotee License Agreement.

b) Processing is essential to comply with legal obligations 
For this purpose, the Operator uses a third party service through the Accounting 
Service Provider, with whom personal data protection measures have been 
contractually treated in the Service Agreement. Accordingly, the operator provides 
personal data about its customers to this extent:
- name, 
- surname, 
- permanent address, 
- phone number, 
- e-mail. 

The processing, which is necessary for the fulfilment of the legal obligation, also 
includes the obligation to store and archive documents where personal data can be 
found for the period stipulated by law (Accounting Act, Income Tax Act, VAT Act). To 
archive documents, the Operator uses a personal archive, secured by an alarm.

2. The Assessment of necessity and adequacy of processing operations 
An operator processes personal data for legitimate purposes, taking into account the 
necessary data. The operator does not use either automated decision making or profiling 
systems to achieve the purpose.

3. Risk assessment for the rights and freedoms of concerned persons
An operator is a micro-enterprise and in general, it is unlikely that processing will lead to a 
risk to the rights and freedoms of the concerned person.
For all activities that need to keep a record pursuant to § 37 par. 5 of the Act, the operator 
keeps a record of processing activities in a separate table specifying individual safety 
measures.

For risk assessment, the operator has established the following methodological 
procedure, which can be used for the transparent processing of personal data and the 
elimination of risks in the case of new activity, method or form of personal data 
management:
1. Description of the considered activity (definition, purpose, characteristics)
2. Risk classification (low, medium, high)
3. Damage likelihood
4. Classification of potential damage (small, medium, large)
5. Type of damage:

- material (property damage by misuse of data)
- non-material (eg goodwill damage)
- social (eg discrimination).

6. Identification of potential sector-specific risk:
- assessment of the risk-benefit relationship of personal data processing
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- the benefits of the business (what risk can bring a positive business)
- the contribution of the company (eg public interest)
- the benefit of the individual (eg the possibility to use the service requested).

4. General risk management measures
 The operator has instructed persons who have access to personal data about the 

protection of personal data. They signify their commitment to the principles by signing 
in the Internal Privacy Policy, after training.

 The operator has taken action to reduce the number of people with access to personal 
data and only to the necessary extent of data.

 Access to personal data is provided both physically and technically - no unauthorized 
person has free access to personal data of another person.

 The operator has put in place measures to dispose of such personal data for which 
there is no longer a legitimate reason to do so (shredding of documents, 
anonymisation, deletion).

 The Operator is aware that as soon as he knows that a privacy violation has occurred, 
as soon as possible and, if possible, no later than 72 hours from the time that this 
privacy violation has occurred, this violation will be announced to the supervisory 
authority, which is the Data Protection Office of the Slovak Republic, unless it can 
demonstrate, in accordance with the principle of liability, that the breach of personal 
data protection is unlikely to lead to a risk to the rights and freedoms of natural 
persons. He is obliged to document such infringements.
If it is not possible to submit a notification within 72 hours, the operator has to attach a 
justification for the delay to the later notification.

 An operator declares that he will promptly notify the concerned person of the personal 
data breach if the breach is likely to result in a high risk to his/her rights and freedoms 
in order to take the necessary precautions. 


